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Latech Company Overview

Latech (Lajvard Techwin) started as an IT Consultant and Support company back in 2009. Our focus was helping bigger companies in the private
sector to design data centers, with the entire process from business requirements, LOM, to the support. Later we added IT security, ebanking,
Smart City services to our mission. Today we are a force in the IT market, and our customers depend on our knowledge in their new solutions, |

upgrade and support issues

Latech Services

Integrate

Latech services are defined in a holistic life cycle that many reputable companies in the world follow. We do believe that such a cycle can keep the |
customer in an ever improving path. .
' This cycle starts with assessing customer’s system to later design an improved architecture . Later by following such design the new system will be
built and then integrated and gets operational in customer’s system after passing various tests. Now is time to manage the daily operations, while

keep training customer’s personnel throughout the process. Of course soon it'll be time to evolve the system to an even better architecture and :'

' the story goes on and on.

_____________________________________________________________________________________________________________________________________
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Latech Business Solutions

(4) DATA CENTER

Latech is using world’s most famous quality brands such as HP, Hitachi, EMC and Cisco to tailor customize solutions
based on a documented set of business requirements. Our focus is mainly on enterprise market in this area and

we have had experiences with multisites solutions.

(5) NETWORK

Latech from its very beginning was active and successful with network solutions and services. Other than our core
knowledge of the highest degree in this area, due to our strong supply chain we have had good traction with many

customers in this area.

(4) SMART CITY

Latech is now involved in the latest trend in this technology market. Smart city, with its many exciting areas which

directly changes citizens comfort in using public services, is now getting more and more attention from mega city

governing bodies such as Tehran, and Mashhad municipality.

(/) INFORMATION SECURITY

Information Security is one of the core competencies in Latech. We are not only equipped with a powerful lab with

LATECH

Win-Win 15 What We Do!

Data Centers

the capability of demoing many latest tools in the information security arena, but also we have provide POC
solutions to our customers on demand basis. Our focus is mainly on enterprise market in this area and we have

had experiences with many successful and complicated projects including SOC. T

Networking

Latech Security Catalogue &
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Gartner Magic Quadrant

Security Operation Center (SOC)
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Drivers:

Information (PIl), passing various regulatory audits has become a critical driver.

Solution:

intrusion (event) and determine if it is a real, malicious threat (incident), and if it could have a business impact.
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Today IT world is facing an increasing number of threats and vulnerabilities as data streams are getting in and out in more variations and
complexity. Commercial value of these data streams make them attractive targets to hackers. Sensitivity of this situation is even more grave as
various regularity bodies put pressure on companies to put protective measures into their data management processes. Other than strong
commitments that companies have toward their customers and employees to ensure security and privacy of their data and Personally Identifiable

A SOC is related with the what so called, 3P: People, Processes and Product (Technologies) involved in providing situational awareness through the
detection, containment, and remediation of IT threats. A SOC manages incidents for the enterprise, ensuring they are properly identified,
analyzed, communicated, actioned/defended, investigated and reported. The SOC also monitors applications to identify a possible cyber-attack or
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Log Sources Reports

The purpose of IT security is to be proactive about people who attempts to compromise the network. Being proactive is not guite enough and you
need to be able to detect the actual breaches as they are being attempted. This is where log data really help. Logs are important but the question
is how to deal with challenges such as manage and maintain overwhelming flood of logs, analyzing massive volume of them, week long manual
investigations, false positives, understanding different log formats, regulatory and compliance requirements.

Solution:

To really understand what is going on in your IT infraustructure, you need the ability to read, translate, and understand the wide variety of logs
generated by the information stream. LATECH offers "Log Management and Analysis" solution to helps organizations to deal with log challenges.
Through Log Management sclution, organizations will be able to unify collection, storage, log analysis and machine data from any device, vendor
and sources. Rules and reports enable monitoring, alerting, and forensic investigation of security events to identify and be aware of any suspicious
behavior patterns on your own network.
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Policies

Regulations

Drivers:
Following different laws, which vary depending on country or continent, companies are to provide evidence meeting the relevant regulatory
controls.

Solution:
Compliance tools could help with detection and remediation of incidents related to industry rules such as PCI DSS, or with government rules, such
as CESG GPG53 or SHAPARAK. As a final result customers can rest assured they can promptly meet audits.
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ABILITY TO EXECUTE ——

Gartner Magic Quadrant

Security Intelligence and Analysis
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Solution:

Trends carried far enough into the future will yield any desired result. Given this fact, LATECH offers "Security Intelligence and Analysis" solution
to enable organizations to detect, escalate, respond and prevent threats by providing valuable context and visual insights to help you make faster
and smarter security decisions. Quickly triage, prioritize, escalate and respond to notable events by understanding the priority of any incident and
which hosts were involved, are only a few capabilities of this solution to handle threats with higher severity in fastest and guickest way possible.

Intelligence and Analysis

A,

ol
.-r‘?"'-

Understand

(o] (Gdoigh g i |0l y 8 yro

Analysis

The increasing complexity of information and communication systems and networks is reaching a level beyond human ability, mainly from the
security assessment viewpoint. The statistics about vulnerabilities and attacks show that the security, reliability and availability objectives are not
reached and general threat situation is getting worse. Simple monitoring of traditional security events is no longer enough. Organizations need to
stay ahead of external attacks, malicious insiders and fraud, Continuous security and compliance monitoring, fast incident response and the ability
to detect and respond to known, unknown and advanced threats are other important areas which needs to be address by security teams in
organizations which security matters.
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Network Security
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COMPLETENESS OF VISION —»

Drivers:
Simply, role of network is to keep business running. Thus, the importance of securing network is essential to prevent loss of data, safeguard
sensitive information, defend against threats.

Solution: :
. LATECH offers “Network Security” solution to ensure your business respond quickly to emerging threats and address enterprise network security
' challenges. Network Security solution includes subsolutions such as DDoS protection, IDS/IPS, NAC, firewall, Next Generation Firewalls, access |
policy, load balancer and Flow Analyzers to help organization improving stability and securing network. !
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Risk Security Application
Connectivity

Mgmt.

Policy

Planner Analysis Manager

Drivers:

As corporate networks, data centers, and the security infrastructure that protects them continue to grow in size and complexity, so does the
security policy and lack of accuracy. Manually managing complex security polices across devices and operations teams to address business |
requirements, as well as security and compliance needs, has become inefficient and error-prone. This usually results in increase in operational
expenses, unnecessary risks and the inability of security and operations teams .

LATECH offers an integrated management solution to address all the requirements for enterprise security management in multi-vendor
environments. Softwares and solutions offered, provide powerful vishility over all security policies and configurations depioyed based on existing |
vulnerability management system over all security devices and softwares. In addition, these products simplify change management process and
automation to ensure optimization, security and compliance.

Solution: '
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Security

Software -

Drivers:

Nowadays, software and applications are perfectly suit the structure of your business and fulfilling different needs. Since the enterprise today is
under constant attack from criminal hackers and other malicious threats, how can your business accept to rely on unsecure applications. According
to Gartner, attackers have turned their attention to the application layer, which now contains 90 percent of all vulnerabilities due to neglecting
security within your software development lifesycle (SDLC).

Solution:

Software is considered an important asset to the business whether organization is small or large enterprise, so keep it secure is crusial to business.
LATECH offers “Application Security” solution to ensure the security of your applications throughout the entire development process—from
designing secure applications to writing robust code that can withstand repeated attacks to testing applications for security flaws. With securing
applications during SDLC by “Application Security” solution, you will be able to keep apps from malicious use today and remediate potential
attacks in the future.
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Extraction R s Response
Collection Analysis

Drivers:

There are countless ways malicious people can use a computer to perform illegal activity—hacking into systems, leaking secrets, unleashing new
viruses, steal personal information, and so on. For the sake of security breach, it’s absolutely vital that digital evidence be properly preserved and
analysed by skilled digital forensic specialists.

Solution:

By “Forensics and Incident Management” solutions, LATECH provides an entire quite of investigative tools necessary to conduct digital
investigations smarter, faster and more effectively. The main goal of this solution is the initial analysis to identify what has occurred and to
categorize the incidents, so that appropriate next steps can be determined. “Forensics and Incident Management” solution helps organization to
effectively respond to threat events and mitigate negative impacts to business operations and stakeholder value.
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Protected .

System

Vulnerabilities ®>

Network
Intrusion

Encryption
Hack

Drivers:

Keeping customer information secure and private is a top priority for all companies and organizations. Unfortunatelly, new vulnerabilities are
discovered every day and it’s nearly impossible to keep pace with them all. These vulnerabilities reside within your IT infrastructure and
sometimes remain unseen for a long time. Although there are many ways to secure systems and applications against vulnerabilities, the only way
to truly know how secure you are is to test yourself before hackers do.

Solution:

Assessing your overall security before attackers do, is what LATECH offers in the form of "Security Testing" solutions. “Security Testing” solution
tries to identify vulnerabilities by both penetration testing tools and the vulnerability scanners. This solution empowers you to replicate attacks
that pivot across systems, devices and applications, revealing how chains of exploitable vulnerabilities open paths to yvour organization’s
mission-critical systems and data.
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Backup / Key Export
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Crypto
processing
FIPS

Key Management

Drivers:

As more and more fraud occurs in e-commerce, it is ever more important to provide secure payments for your customers. A breach in security at
your payment terminals can completely derail your business for months if not longer. It creates an atmosphere of distrust, as everyone will
suddenly associate your organization with disaster. In addition,.

Solution:
Keeping customers’ payment process, safe and confidential should be taken seriously. LATECH offers “Payment Security” solution to guard
financial data and meet industry security and compliance requirements.
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Encryption Availability
Data > > >> Security
Keys
Drivers:

Data is a precious thing, so it needs to be protected in a best way possible. Three important reasons to make data security a priority for your
business are, reputation, costly rebounding and vastly increasing of threats. Given this fact that your clients or customers depend on you to keep
their business/personal data safe, makes your burden even heavier.

Solution:
Since data can be compromised in many ways, the best security against misuse or theft involves a combination of technical measures, physical
security and a well educated staff. Therefore, LATECH offers “Data Security” solution to lessen your risk of a data breach. “Data Security” solutions

include “Database Activity Monitoring”, “Data Loss Prevention” and “Data Encryption” steps. With these solutions your organization will be able
to monitor transactions and activities on databases, enfoce data security policies and encrypt sensitive data (even in the storage).
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Drivers:

International economies have become dependent on the web as a global phenomenon. Most Businesses rely on websites to deliver content and
values to their customers, interact with them and sell/buy products. Therefore, for many reasons such as steal account information, loss of
reputations and gain access to restricted/valued data, applications are the favorite targets for attackers. An unprotected web application is a
security risk to customers, other businesses, and public/government sites. It allows for the spread and escalation of malware, attacks on other
websites, and even attacks against national targets and infrastructure.

Solution:

Being proactive about Web application security should be a top IT priority. Given this fact, LATECH offers "Web Application Protection” solution to
overcome such challenges. Web application vulnerability assessment and web application firewall are the main components of “Web Application
Protection” solution. WAF protects the web server from attack by identifying abnormal or malicious traffic, then isolating and blocking that traffic
to prevent it from reaching the server. On the other side, Web Application vulnerability assessment tools promises to find flaws in applications so
they can be fixed or monitored before they can harm the enterprise.
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Latech Security Services

Introduction
Security Services in Latech are based on a cycle of Detect-Protect-Respond concept. During implementation of each service, detecting issues,
protecting measures to prevent future issues and finally response/remediation measures to resolve issues are considered. Please see the

following Latech services which customers can enjoy:

Latech Security Services

® Risk Management: Manage the risks in order to minimize the risks and potential monetary and other damages to the business.

@® Configuration Review: To find security issues in the as-is system (hard- and software) configuration.

@ Code Assessment: To identify security holes in customer’s software programs in various languages.

® Vulnerability Assessment: To identify, quantify, and prioritize/rank the vulnerabilities.

® Penetration Testing: To achieve a specific, attacker-simulated goal and should be requested by customers who are already at their desired security
posture.

@® Audit: To perform a security audit based on the local and international regulations.

@ Security Training: To provide the customer with security trainings in relation to the Latech solutions.

@ Architecture Design: To develop and design a system blueprint where security policies and designs are accurately considered.

® Implementation Services: To provide software and hardware installation of security solutions and products.

@® Diagnosis: To provide troubleshooting and root cause analysis for security issues.

@ Incident Management: To handle security incidents considering the required organizational and technical conditions.

@ Forensic Analysis: To provide detection services for security issues caused by individuals.




rrrrr

L] L ¥
- - Cl
- - -
o Ll L]
- - &

- - -
- Ll .
# O -
- - -
- - -

L L J
L -
L] -
- .
- -

T

-

-

-
]
L] -
- L ]
- ®
L -
L L

Ll -
L -
L] o
L] L]
L] -
# E
W -

L] L

Latech Security Catalogue

L

L

L ]

-



Y4

www.lajvardtech.com

Latech Security Credentials
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Win - Win is What We Do!
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Sohredardi Shomali, Firouzeh Street No.32, 2nd floor, Tehran Iran,
Postal code:1553944113 Tel: 0098 88545132-5 Fax: 0098 83446809

www.lajvardtech.com
Email: info@lajvardtech.com
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